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Autonomous vehicles are gradually occupying the streets and are expected to
become ubiquitous in the near future. However, recent incidents involving these
vehicles have raised serious concerns about their safety, particularly regarding the
reliability of their onboard machine learning systems. In this paper, we expose a
critical yet underexplored vulnerability—misclassifying street signs as traffic
lights—by conducting a targeted white-box adversarial attack. To the best of our
knowledge, this specific vulnerability has not been addressed in the existing
literature. We craft adversarial examples using the Fast Gradient Sign Method
(FGSM) to generate minimal perturbations that can deceive a state-of-the-art image
classification model, Inception-V3, trained on the ImageNet dataset. We also
introduce a custom dataset consisting of real-world street sign and traffic light
images to test the attack under more domain-specific conditions. Our evaluation
metrics include attack success rate, Structural Similarity Index (SSIM), and L2
distance, with our method achieving a 100% success rate in misclassification. These
results highlight the pressing need to design robust defenses against adversarial
attacks in safety-critical systems. We further discuss technical challenges, potential
defenses such as adversarial training and obfuscated gradients, and directions for
future research to enhance the resilience of deep learning systems in autonomous
vehicles.

1. Introduction

Autonomous vehicles have gained considerable attention in recent years due to their potential to enhance transportation safety and

efficiency. Several Autonomous vehicles, including Tesla Autopilot, Volkswagen and Audi’s Traffic Jam Pilot, Ford Argo AI, Daimler
Intelligent Drive, etc., are increasingly visible on public roads. These driverless vehicles are designed to provide numerous options to the
drivers with regard to safety as well as comfort. Autonomous vehicles can sense their surrounding environment and classify objects
(pedestrians, traffic lights, street signs, etc.) to make decisions and take appropriate actions. It is highly essential for the manufacturers to
integrate a model architecture that can classify objects accurately. Otherwise, misclassification can lead to erroneous decisions, potentially
resulting in accidents that jeopardize human safety. Consequently, the development of robust and accurate object classification models is
essential for the safe deployment of autonomous driving systems. It is challenging to build an accurate classifier model. On the initiation of
an adversarial attack, the task of accurate classification becomes more challenging. Adversarial attacks involve the intentional manipulation
of input data, typically through subtle modifications and perturbations, that lead a classifier to produce incorrect outputs. For example, a
minor alteration to an image of a traffic sign can cause a model to misclassify it as a different sign, despite the changes being imperceptible
to the human eye. Recent studies [1, 2| have demonstrated the effectiveness of such adversarial perturbations in deceiving traffic sign
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recognition systems. The challenges of creating adversarial images are that a minimal amount of perturbation has to be done so that the
changes are not visible to the human eye, yet the classifier model of the autonomous car misclassifies the images.

In this study, the adversarial attack is implemented on street signs to be misclassified as traffic lights and deceive the autonomous car. To
accomplish the task, the Inception-v3 model [3] is utilized. Specifically, the input image is fed into a convolutional neural network (CNN),
and the classification loss is computed at the softmax layer. The gradient descent optimizer calculates the perturbation from the loss function.
The perturbation is added in the target image and re-evaluated by the CNN to assess the effect of the adversarial modification. We evaluate
the performance of the generated image using L2 distance and the Structural Similarity Index (SSIM). Figure 1 presents the classifier's correct
prediction on the unaltered image, while Figure 2 illustrates the misclassification result after applying the crafted adversarial perturbation
using the same model. Visually, there may be no discernible difference between the original and adversarial images. The main contributions
of our work are summarized as follows:

e We designed a novel application case of generating adversarial examples of a street sign that is misclassified as a traffic light.

e Our generated perturbations are so small that they are imperceptible to the human eye. The evaluation result of SSIM and L2 distance
shows the quality of adversarial images to confirm the high visual similarity between the original and adversarial images.

o We further perform transfer learning to develop a custom image classifier. This model is trained and tested on the customized dataset.
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Figure 1. Regular image classification
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Figure 2. Misclassification due to an adversarial sample with no visible perturbation

2. Motivation

While autonomous vehicles are an imminent future, they are also open to a wide array of security threats. These systems are equipped with
multiple sensors to perceive and interpret their surroundings. A failure in any component—particularly within the learning algorithms
responsible for perception and decision-making—can result in critical, potentially life-threatening consequences. This project is motivated
to expose these threats, particularly with respect to generating and utilizing adversarial perturbations that can severely affect the learning
algorithms. The main aim of this study is to encourage the development of more robust and secure machine learning models for autonomous
systems by demonstrating the effectiveness of these attacks.

3. Related works
Generation of adversarial examples relies on two important components: first, the accurate detection of traffic lights and street signs, and
second, the generation of targeted perturbation. The problem of detecting traffic signs and lights has been extensively studied in the literature,
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with numerous robust algorithms developed to leverage recent advancements in computer vision. These detection systems serve as the
foundation upon which adversarial attacks can be constructed, underscoring the importance of both accurate perception and security in
autonomous driving applications. Detection methods for traffic signs and lights can broadly be categorized into two approaches: image
processing-based methods and machine learning-based methods. The image processing methods primarily rely on visual cues such as shape
and color for detection. A work done by Linderet al. [4] and Franke et al. [5] on traffic lights focused on the classification of the color of each
pixel and followed it with the usage of component analysis for segmentation to locate regions of interest. In the context of traffic sign
detection, Athrey et al. [6] employed thresholding and blob detection combined with template matching. Omachi et al. [7] grouped pixels
that exceeded a specific threshold by normalizing the color space of images. Image processing techniques offer advantages based on the fact
that they are not data dependent, and thus do not suffer from overfitting and work well in specific scenarios. They are, however, prone to face
challenges under slight variability, which can limit their robustness in real-world scenarios.

The lack of robustness in image processing approaches to variable scenarios can be effectively addressed through learning-based models.
The advantage of learning-based models is that they can be trained on a broad set of traffic lights or signs under different lighting conditions
in various environments. For instance, Aggregate Channel Feature (ACF) based detectors presented by Morten et al. [8] and Philipsen et al.
[9] outperformed image processing detectors on the LISA dataset. One notable deep learning model, YOLO (You Only Look Once),
developed by Redmon et al. [10], is an algorithm that is used to detect traffic lights, which includes a separate CNN to classify states of traffic
lights. Similarly, traffic sign detection research makes use of a variety of learning based models, such as the multi-scale CNN proposed by
Sermanet and LeCun [11]. Support Vector Machines (SVMs) coupled with CNNs to develop finer classification as presented in Yang et al.
[12]. Pon et al. [13] presented a way to enable the detection of both traffic lights and traffic signs using a combined data set. Their deep
hierarchical architecture, one of the first networks to perform joint detection on traffic light and traffic sign, incorporates a mini-batch proposal
selection mechanism to solve overlapping issues of the dataset in their proposed method.

Once the challenge of detecting traffic lights and signs is addressed, the next step in creating adversarial examples is the generation of
perturbations. One of the seminal works in this field was by Szegedy et al. [14], where they discovered several models, including state-of-
the-art neural networks, being vulnerable to adversarial examples and misclassification. Their method of generating perturbations involved
taking advantage of discontinuities in the input-output mappings of deep neural networks. The perturbations in their work were designed to
maximize the network’s prediction error. They were also able to show that the same perturbation could be applicable to multiple different
networks, which were trained on different subsets of the dataset, misclassifying the same input. This paper led to many other studies where
researchers have applied adversarial examples to different applications to expose security vulnerabilities. Amongst the work done, Eykholt
et al. [2] propose a general attack algorithm, Robust Physical Perturbation (RP2), which was robust under diverse physical conditions. Their
algorithm was tested on real-world road sign classification. In another study, Chawin et al. [ 15] showed that traffic sign recognition could be
compromised when physically printed perturbations were overlaid on traffic signs.

4. The proposed approach

This section outlines the approach taken by the project and serves to present a brief overview of the experimentation section, which
subsequently delves into extensive details. Additionally, we present the threat model for the project, highlighting the assumed constraints and
the intended targets of attack.

4.1 Methodology

Developing a model capable of successfully misclassifying street signs requires a robust learning-based approach. In this work, we
employ the Inception-v3 architecture, which has been pre-trained on the ImageNet dataset. Inception-v3 was selected for its strong
performance and deep architecture, which enables it to extract fine-grained features from images. The ImageNet dataset, comprising a wide
range of classes, includes images captured under various lighting conditions and orientations. These characteristics make it well-suited for
our purposes in generating adversarial examples. As shown in Figure 3, in Step 1, an image from our custom dataset is passed to the Inception-
v3 model. After being processed through the layers of the convolutional network, the softmax layer produces class probabilities in Step 2.
These probabilities represent the model's confidence in the input image belonging to each class. In Step 3, this softmax output is also used to
extract values relevant for generating perturbations, forming the basis for crafting adversarial examples. As shown in Figure 3 in Step 1, an
image from our own data set is passed on to the Inception-v3. After being processed through the layers of the convolutional network, the
softmax layer produces class labels with probabilities in Step 2. These probabilities represent the model's confidence in the input image
belonging to each class. In Step 3, the softmax layer output is also used to extract values relevant for generating perturbations, forming the
basis for crafting adversarial examples. If the loss is below a predefined threshold, the perturbation is considered complete. Otherwise, the
values are passed to the Fast Gradient Descent optimizer, as illustrated in Step 4. In Step 5, the optimizer generates perturbations based on
the specified parameters. Finally, in Step 6, these perturbations are superimposed onto the original image in an attempt to deceive the
convolutional neural network (CNN) into misclassifying it as a different class. An amplified visualization of the perturbation is shown in
Figure 4.
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4.2 Threat model

This work, presented in this study, aims to highlight potential security vulnerabilities in image classification systems by crafting
adversarial examples. Below, we define our threat model, outlining the type of attack conducted, the constraints imposed on the adversary,
and the specific objectives of the attack. For our adversarial attack, the attacker is bound by some constraints. The threat model discussion is
as follows:
e White-box attack scenario: We assume a white-box scenario where the attacker has full knowledge of the detection model’s architecture.
¢ Modification restriction: Even though the adversary has white-box access to the detection system, we will maintain the model modification

restriction, meaning the attacker will not be able to change the detection model or any of its parameters.

o Targeted attack: We only consider the targeted attack, where the attacker classifies street sign images as traffic lights.
¢ Training data poisoning: The adversary cannot poison the image classification system by altering training data.

11
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5. Technical challenges
In this section, we outline several technical challenges encountered during the project and how we addressed them in the process of crafting

adversarial samples for an image classification model.

o Computational Capabilities: Deep neural networks, which work as the backbone of image classification systems, typically require a large
amount of data and significant processing power for training the model. They require multiple Graphics Processing Units (GPU) for parallel
computation. However, due to hardware constraints, we conducted this project in a CPU-only environment. Since the training requires
months to complete, we used a pre-trained model for our approach.

e Pre-trained Model: We employed the pre-trained Inception-v3 [3] model for classification. Although this model is not specifically trained
for traffic lights and street signs, it performed considerably well on our test images. We initiated designing our custom model because we
were unable to find a dedicated pre-trained model for traffic lights and street signs.

e Transfer Learning: For our custom classifier, we adopted Inception-v3 as our teacher model. During development, we encountered
difficulties in saving the student model as a checkpoint. We addressed this issue by generating the student model in graph format, which
preserved its ability to accurately classify various street signs and traffic lights.

6. Experiment

In this section, we discuss details of our approach for crafting adversarial samples aimed at fooling an image classifier for detecting street
signs. We begin by describing the dataset used in our experiments, followed by an overview of the classification model employed. We then
explain the data pre-processing steps necessary to prepare the input for training and testing. After that, we introduce the custom dataset we
created and the model we built for more targeted classification. We also describe the test data used to evaluate the model's performance under
adversarial conditions. Next, we present the attack method used to generate adversarial samples. We then define the evaluation metrics applied
to measure the effectiveness of our approach. Finally, we discuss the results obtained from our experiments.

6.1 Data description

In this project, we used the ImageNet [16] dataset, which contains over 14 million labeled images spanning 1,000 different object categories.
Our classifier was trained on all 1000 classes of ImageNet. The images in the dataset were collected from various sources and come in
different resolutions and formats, contributing to the diversity and robustness of the training data. Among the 1000 classes, classes #919 and
#920 denote street signs and traffic lights, respectively. Although ImageNet is a large and general-purpose dataset, we assume that it may be
used in a specific manner for the navigation of autonomous vehicles. Autonomous vehicle manufacturers do not reveal their training and
testing datasets to minimize security threats, but there are only a limited number of large datasets and classifiers available. So, it is an easy
assumption that the vehicle manufacturers extend the work of these datasets and classifiers for their own cause. ImageNet is one of the
largest available public datasets, and for this reason, we decided to work with this dataset in our project. Table 1 indicates the specifications
of the dataset and classifier used.

Table 1. Parameter specifications of the experiment

Parameters Specification
Architecture Inception-v3 Custom Classifier
Dataset Google ImageNet Custom Dataset (Blacksburg)
Dataset Size 15 million 1,250
Image Size Variable 300 X 300

6.2 Classification model

In this project, we utilized the Inception-v3 [3] image classification model developed by Google and trained on the ImageNet dataset
[16]. It has 1000 classes including street signs and traffic lights which are of our primary focus of our study. The model is a 42-layer deep
convolutional neural network where the input layer takes the images as input and the final softmax layer produces the probability distribution
of the input image across the 1000 classes. Table 1 summarizes the key specifications of the dataset and the classification model used. Given
the size and complexity of the ImageNet dataset, training a deep network from scratch would be computationally intensive and time-
consuming—potentially requiring months without access to high-performance hardware. To address this, we employed a pre-trained version
of Inception-v3, which has already been trained on the full ImageNet dataset. Figure 5 and Figure 6 illustrate the classification performance
of the model. As shown, the model is capable of classifying both traffic lights and street signs with high confidence. These results confirm
the model’s appropriateness for use in our adversarial attack experiments.

12
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Figure 6. Correct classification of the street sign using the original image

6.3 Data pre-processing

As mentioned in the previous section, the ImageNet dataset contains over 14 million images, and our classifier is trained on these images
with 1,000 classes. Since these images originate from various sources, they have different resolutions and formats. To make these images
workable with our model and to ensure compatibility, all input images were resized to a standard resolution of 300x300 pixels. We
implemented this resizing step directly in our code. Although this approach alters the original aspect ratio of the images, it was necessary to
conform to the input requirements of the classification model. Despite this limitation, resizing was the only practical method for ensuring
that all images could be processed consistently by the Inception-v3 architecture.

6.4 Custom dataset & model

As explained earlier, manufacturers of autonomous vehicles tend to use their proprietary datasets and classifiers for their vehicles to
minimize security risk. For this reason, we also decided to build up our own dataset and classifier specifically for the task of classifying street
signs and traffic lights. The processing of building the custom dataset and classifier is still at the initial phase. We collected over 1200 images
from the city of Blacksburg. These images span five distinct classes: red light, green light, yellow light, 25 MPH sign, and pedestrian walk
sign. Each class contains more than 200 images. We plan to expand the dataset by increasing both the number of images per class and the
total number of classes in the future. To support the dedicated classification of street signs and traffic lights, we designed a custom classifier
using transfer learning. The Inception-v3 model was employed as the teacher model of transfer learning. As our dataset is still growing, we

13
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are in the process of fine-tuning the classifier to improve its accuracy and robustness. All classification and adversarial attack results presented
in this paper are based on our custom-collected dataset. The source images shown in the classification results in Figures 5 and 6 are taken
directly from our custom dataset.

6.5 Test data

To evaluate the effectiveness of our adversarial attack method, we tested the classification model using our custom-built dataset. The
test images were collected from real-world environments in the city of Blacksburg, ensuring a variety of natural lighting conditions and
backgrounds. The evaluation focused specifically on images of traffic lights and street signs, consistent with the classes defined in our dataset.
This real-world testing approach allowed us to assess the model’s performance under practical and diverse conditions.

6.6 Attack method

For crafting adversarial samples of traffic lights from street signs to mislead image classification systems, we attempted several well-
known attack methods of adversarial image generation, including Gradient Attack [17], L2 Iterative Attack, and C&W Attack [18]. However,
due to limited computational resources—specifically, the lack of access to GPU acceleration—these methods proved too slow and
computationally intensive on our system. So, we adopted the Fast Gradient Sign Descent Method (FGSM) [19] to generate adversarial
samples for our attack. FGSM is a single-step, gradient-based attack that perturbs the input data in the direction of the gradient of the loss
function with respect to the input. This makes it both computationally efficient and effective at generating adversarial examples that can fool
deep learning models with minimal perturbation. The algorithm uses an optimization-based approach to generate adversarial perturbation.
The single-image optimization problem searches for a perturbation J to be added to the input x, such that the perturbed instance x = x+0 is
misclassified by the target classifier fa(.):

min H(x + 9,x), s.t. fo(x + ) = y* (1)

where H denotes the [p — norm of the distance function, and y* is the target class. We only consider targeted attacks in this project. The above
optimization problem is reformulated in the Lagrangian-relaxed form as:

argmins A||d][,+  J(fa(x + 5) =) @

Here, J(...) is the Jacobian-based loss function, which measures the difference between the target label y* and the model’s prediction. 4 controls
the regularization and distance function # is specified here as ||J||», denoting the /, norm of 4.

For our attack, we include two stopping criteria, (i) a loss value threshold of 0.0001 and (ii) 3500 as maximum number of iterations. So, if
the adversarial image gets classified as the original class even after 3500 iterations, then it is called as a failure.

6.7 Evaluation matrices
In this section, we discuss the evaluation metrics used to assess the effectiveness of our proposed adversarial attack on image
classification systems. The attack success rate will be evaluated using the following equation [14]:

imagesMisclassifiedDueToAttack
imagesClassifiedCorrectlyBeforeAttack

successRate = 3)
Our second evaluation is based on the Structural SIMilar measure (SSIM) [20], which measures the similarity between the original and the
adversarial image. The SSIM is the similarity metric for the perturbed image and the actual image. DSSIM (Structural Dissimilarity) is a
distance metric derived from SSIM (Structural SIMilarity). The basic form of SSIM compares three aspects of the two image samples,
luminance (1), contrast (c), and structure (s). The SSIM score is then given in the following equation:

SSIM(xy) = I(x,y) * c(x,y) * 5(x.) 4)

Here, x and y represent the original and adversarial images, respectively. We will also use the L2 distance [21] for our evaluation. That can
be expressed as:

Dy, (x,y) = X1 (i — yi)? (%)

It is the Euclidean distance between the two images. In our case, we pass the original and the adversarial image in the function. In this
scenario, achieving a lower L2 distance is desirable, as it indicates that the adversarial example remains closer to the original input. A smaller
L2 distance typically results in more subtle perturbations, making the adversarial image harder to detect while still being effective.

7. Results

To evaluate the effectiveness of our approach, we generated 10 adversarial examples of street signs of class #919 to be classified as traffic
lights of class #920. All crafted adversarial images were successful in fooling the classification model. As a result, the attack success rate, as
defined by equation (3), is 100%, indicating complete success in fooling the model. As mentioned earlier, we used both the Structural
Similarity Index (SSIM) [20] and the L2 distance [21] to evaluate the similarity between the original source image and the corresponding
adversarial image. The results of these evaluations are summarized in Table 2. Additionally, Figure 7 illustrates the variation of our SSIM

14
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scores over different source images and their corresponding adversarial images. Figure 8 presents the L2 distance measures for various
original-adversarial image pairs. These distances help quantify the difference between the source image and the perturbed adversarial image.

Images vs SSIM

mages

Figure 7. Evaluation result of 10 adversarial images in terms of SSIM

Images vs L2 Distance

L2 Distance

mages

Figure 8. Evaluation Result of 10 Adversarial Images in Terms of L2 Distance

Table 2. Result summary

Image # SSIM L2 Distance
1 0.999983 0.00167
2 0.999997 0.000624
3 0.999993 0.000978
4 0.999988 0.001306
5 0.999991 0.001203
6 0.999988 0.001401
7 0.999995 0.000882
8 0.999993 0.001033
9 0.999993 0.001134
10 0.999981 0.001688

We also include some examples of classification and attack results in this report. Figure 5 and Figure 6 show the classification results
before the attack. As seen, the model can accurately classify traffic lights and street signs with high confidence. Figure 9 shows the
convergence of loss against the number of iterations for our attack. It is clearly visible that the loss approaches near zero around the 2500th
iteration. We set the attack to stop when the loss reached a threshold of 0.0001 or after 3500 iterations, whichever came first. Figure 10 (a)
shows the attack results of our method. Here we can see, a pedestrian walk sign is being classified as a traffic light with nearly 100%
confidence. Figure 10 (b) displays the generated perturbation for the attack. The leftmost image of 10 (b) is the original perturbation. Since
the perturbation is not visible at this scale, we first amplified it 10 times (middle image) and then 100 times for better comprehensibility.
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8. Discussion

The results presented earlier clearly show that our crafted adversarial samples were consistently misclassified into the targeted class with
high confidence, while maintaining a high Structural Similarity Index (SSIM) and low L2 distance from the original images. This highlights
the alarming effectiveness of such attacks, even when executed with minimal computational resources and within a short time frame. The
implications of this are significant, especially for real-time, safety-critical applications like autonomous driving. In this section, we explore
potential defense strategies that could mitigate the impact of such adversarial attacks and discuss the limitations of our current approach.

8.1 Possible defenses
To address adversarial threats similar to the one proposed in our study, we suggest several defense mechanisms that can be implemented
at various stages of the model pipeline:

e Adversarial Training: One effective method is to augment the training dataset with synthetically generated adversarial examples. This
approach enables the classifier or a preceding detector module to learn and recognize adversarial patterns, enhancing its resilience. A two-
step system, where a detector flags adversarial inputs before classification, can add an additional layer of protection.

e Shape and Color Constraints: Traffic lights and road signs have distinct shapes (e.g., circular, octagonal) and standardized colors (e.g., red,
green, yellow). Enforcing constraints based on these physical characteristics can help validate whether an input image conforms to expected
real-world features before passing it to the classifier. This validation step can effectively narrow the decision space and reduce susceptibility
to manipulated inputs.

16
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o Gradient Obfuscation: Introducing gradient obfuscation techniques can obscure the loss landscape seen by attackers, thereby making
gradient-based attacks—like FGSM—Iess effective. By disrupting the clarity of the gradient information, the attacker’s optimization
process becomes less predictable and less efficient.

e Noise Filtering and Image Preprocessing: Employing classical image processing techniques such as denoising filters, Gaussian blurring,
or compression-based methods can help eliminate subtle perturbations introduced by adversarial attacks. These preprocessing steps act as
a form of input sanitization that can neutralize minor manipulations without significantly degrading image quality.

8.2 Limitations

Although our attack is 100% successful for this test dataset, one important thing is that our dataset is small, and some hyperparameters
needed to be tuned a lot for some of the input images to converge. This particular attack is not robust, which means it may or may not work
in different environmental situations, like rain, snow, or different angles and distances. We plan to address these issues in future work to
improve the attack’s robustness. The attack was also performed on the entire image, which is not practical in a real-world scenario. So, for
future work, we will include masks on source images to constrain the spatial region of perturbation. In addition, the notion of
inconspicuousness is subjective, and the only way to quantify it adequately requires incorporating human-subject studies. We did SSIM
(Structure Similarity Index) and L2 distance for that measure. In future work, we plan to work on making this attack more robust and more
compatible with the real world. So that we can perturb different angles of an image and generate a uniform perturbation for that image.

9. Conclusion

In this project, we crafted adversarial samples to attack the traffic light detection and recognition systems likely to be employed in self-
driving or autonomous vehicles. The industry of autonomous vehicles is rapidly advancing, and the accurate detection of traffic lights is
critical not only for the safety of the vehicle and its passengers but also for the protection of pedestrians and surrounding infrastructure. By
targeting such a vital component, our work sheds light on a key vulnerability that needs urgent attention from both researchers and industry
stakeholders. Our results demonstrate that such adversarial attacks are feasible and, if successfully executed in real-world settings, could lead
to catastrophic consequences, including accidents and loss of life. This highlights the pressing need to anticipate potential threats in the Al
pipeline of autonomous systems. The broader vision of this project is to raise awareness and encourage proactive development of robust
security measures before such threats manifest on public roads. We also discussed the potential to extend our attack model to generate more
resilient and transferable adversarial examples, which could be even more difficult to detect and defend against. We shed light upon some
promising defense mechanisms that may be effective against our proposed approach, although no single method can safeguard against all
types of adversarial attacks. Hence, we strongly advocate for ongoing collaborative research efforts to build comprehensive and adaptive
defense strategies tailored to real-world autonomous driving applications.
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